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o MPUCBOEHME NAYHOIO UMYLLECTBA o TlpuHyxaeHue K
rPAXXOAH OBMAHHbBLIM NMYTEM BbINOSTHEHUIO BOMNN TPETHUX NI

O MOHGTMSEL[MH Nornb30BaTend CeT MHTepHeT,

o Bpepn ncuxuyeckomy, HpaBCTBEHHOMY U
T.€. NONb30BaTesb CTAHOBUTCH TOBAPOM
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[NPABOBOE PEIYNIMPOBAHUE 3ALLUUTDLI NMPAB
CYBBbEKTOB NEPCOHAJIbHbIX OAHHbIX

& KOHBEHLIMS COBETA EBPOIbI
O 3awmTe usndecknx nnL Npu aBToMaTU3MpPoBaHHON 0bpaboTke NepcoHanbHbiX AaHHbIX ETS Ne 108

«, ©ENEPANbHbIA 3AKOH POCCUUCKOW ®EOEPALINA
«O NepcoHanbHbIX JaHHbIX»

o ®ENEPAIbHbIA 3AKOH POCCUACKOW ®EOEPALIUK
«O06 nHdopmaLmn, MHHOPMALIMOHHBIX TEXHOMOIMSIX U O 3aLmMTe UHAOPMaLIMMY
(B yacT nopsaka GnokMpoBKM MHGopMaLmu B ceTn HTepHeT)

& MMOCTAHOBIEHUWE NPABUTENLCTBA POCCUUCKOU ®ENEPALUK
«O ®epepanbHoit cnyxbe no Haasopy B cdepe CBSA3U, MHDOPMALMOHHBIX TEXHOIOTWIA 1
MacCCOBbIX KOMMYHUKaLMN»
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HAPYLLEHWUS NOPAOKA OBPABOTKW NEPCOHANBHbIX JAHHBIX B CETU UHTEPHET

L Heperynupyemsbiin 060poT nHopMaLuu, cogepxallen nepcoHanbHble AaHHble

J HecootsetcTBME 06pa60TKM NEPCOHallbHbIX AdHHbIX AEKNnapupyemMbiM B MOJ1b30BATENBCKNX
CcornatleHnAax MHTepHeT-KOMﬂaHMﬁ Lendam OﬁpaﬁOTKM NepCoHanbHbIX AaHHbIX

O Cbop w© aHanu3 nepcoHanbHOM WHGOpMauuMM nonb3oBaTenien, B  TOM  YHUCHe,
nepcoHNULMPOBaHHON 3aMHTEPECOBAHHOCTU NOMb30BATENS K ONpedeneHHbIM ToBapam

A Vcnonb3oBaHue nepcoHanbHbIX AaHHbIX NoNb3oBaTens cetTv VIHTEPHET C Lenbo NMPOABKEHUS
TOBapoB, paboT, YCNyr Ha pblIHKe
3 CospaHue hanblUMBbIX aKkayHTOB B COLIMANbLHbIX CETAX

J Vicnonb3oBaHue NnepcoHalribHbIX AadHHbIX B KOMMEPYECKUX LiENAX

O O6LieaocTynHOCTb NUYHON MHAGOPMALUK
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NMNONHOMO4YUA POCKOMHAL3OPA MO KOHTPONIO 3A COBNIOAEHUEM
3AKOHOOATEJIbCTBA B OBJIACTU NMEPCOHAJIbHbIX JAHHBbIX

AUC «PeecTp HapywmTenen npaB Cy6bEKTOB NePCOHANbHbIX AaHHbLIX»

LENb:

OrPAHUYEHUE JOCTYMNA K UHOOPMALIUW, OBPAEATLIBAEMOU C HAPYLLEHUEM
3AKOHOOATENBCTBA POCCUUCKOWN ®ELQEPALIUM B OBNTACTU MEPCOHANBHbIX OAHHbIX
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HAINTMYUE CUCTEMBI MO 3ALLUUTE NMPAB CYBBEKTOB NMEPCOHAIBHbIX OAHHBLIX

CNOCOBCTBYET

Ooctuxenunto BAJTAHCA unHTepecoB

JlnyHocTwn, obluecTsa v rocygapcrsea

COXPAHEHUIO

HENMPUKOCHOBEHHOCTWU 4YAcTHOM
KU3HU

CoxpaHeHuio

NCUXONOrM4ecKoro
300poBbA rpaxaaH
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HndopmanmoHHas naMsiTKa 118 HECOBEPIIIEHHOIETHHX TT0 BOMPOCAM
KH0epOe30nacHoCTH

B ceTH «MHTepHeT™

KoMnboTepHbie BHPVCHI

KowmrkioTepHblil BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX TIPOTPAMM,
OTJIMYUTETBHONH OCOOCHHOCTBIO KOTOPOH SIBJISIETCA CIIOCOOHOCTh K Pa3MHOXKCHHUIO
(komupoBanwio). B [omolHEHWE K 3TOMY, BHPYCHI MOTYT TOBPEIUTh WIH
TIOJIHOCTRIO YHHYTOXKHTE BCE (aillibl M JJaHHKIE, MOJAKOHTPONBHBIC TIOJIB30BATEIO,
OT UMEHH KOTOPOTo ObLJIa 3alyI€Ha 3apakEHHAS TPOTPaMMa, a TAKKe TIOBPEIUTh
W IaK€ YHUYTOKHUTH OTICPAIIMOHHYIO CHCTEMY CO Bcemu (paiiyiamu B mieriom. B
DOJIBIIIMHCTBE CTYYAaeB PACHPOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIUTHLI OT BPeIOHOCHBIX MPOTPaMM:

1. Hcnonb3yid COBpEeMEHHBIE ONEpallMOHHbIE CHCTEMbI, HMMEKUIHE
cepbE3HBIH YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX TIPOTPaAMM;

2 [ToctosiHHO ycTaHaBiaMBaii maTyd (UM(QPOBBIE 3AIUIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCSA C IEJIBI0 AOPabOTKH HpOrpaMMbl) U JIpYyrHE
00HOBJIGHHA CBOeH onepanuoHHOH cucTembl. (kauumBaifik WX TONBKO C
obunmanbHoro caiita paspadorunka OC. Ecim  CylIecTBYeT  pekuM
ABTOMATHYECKOTO OOHOBIICHHUS, BKJIKOYH €T0;

3 PaboTtail Ha cBoeM KOMIBHOTEpE IOJ MpaBaMH IOJIb30BATENISA, a4 HE
AOMUHUCTPATOpa. JTO HE TO3BOIUT OONBIIMHCTBY BPEIOHOCHBIX MIPOTpaMM
HWHCTANIHPOBATECA Ha TBOCM [IEPCOHATBHOM KOMITBIOTEPE;

4. Hcenonp3yili aHTHBHUPYCHBIE MPOrpaMMHBIC MPOAYKTbl H3BECTHBIX
MPOU3BOANUTENCH, C aBTOMATHYCCKUM ODHOBICHHEM 0a3;

5 Orpanuub (u3HUECKUH JOCTYN K KOMOBIOTEPY ISl MOCTOPOHHHUX
JINLL;

6. Hcnonb3yil BHeEUIHME HOCHUTENM WHGpOpMAanuH, Takue Kak (rielika,
auck win daiitn uz UeTepHeTa, TONBKO U3 NPOBEPEHHBIX HCTOUHHUKOB,

7. He otkpeiBaii KOMIBKOTEPHBIC (Daiiibl, MOTYYCHHBIC U3 HEHATEKHBIX
nctouHukoB. Jlaxke Te (aityibl, KOTOpBIC MPHCIAT TBOH 3HAKOMBIH, JIydiie yTouHu

Y HCIr'o, OTIIPABIIAIl IH OH TeOE UX.

Cerun WI-FI
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C nomompio WI-Fi mMokHO monyunts OecniaTHBIM HHTEPHET-JI0CTYH B
001IeCTBEHHBIX MecTax: Kade, OTesIX, TOPTOBBIX IIEHTPaxX M a’ponoprax. Tak ke
ABJSCTCH OTIMYHOM BO3MOKHOCTHHO BbixoJa B Mutepner. Ho MHorue skcneptsi
CUHMTAIOT, uTo 00menoctynusie WiFi ceTu He sBIsIOTCS O6€30MacHBIMH.

Cogersl o 0e30macHocTH padoThl B 001e0CTYNHBIX ceTax Wi-fi

1. He mepenaraii cBOW JHYHYE) WHGOOPMAIMIO 4Yepe3 oOIe0CTYITHbIE
Wi-Fi cern. Paboras B HHX, )eNaTeIbLHO HE BBOJIUThH MApOIHN JOCTYIA, JOTHHBI U
Kakue-To HoMepa;

& Hcnons3yii u 0OHOBJISH aHTUBUPYCHBIC MPOrpaMMbl M OpaHaMaysp.
Tem cambIM ThI 00€30TaCHIIB ce0s OT 3aKAYKH BHPYCa HA TBOE YCTPOHCTBO;

3 [Ipu ucnons3oBanun Wi-Fi otkmoun ¢yskmuo «OOmui 10cTyn K
thaiinam u npuHTepam». JlanHas QYHKIUA 3aKpeITa MO YMOJTYAHHIO, OJHAKO
HEKOTOpbIE TI0JIB30BATEIH aKTHBHPYIOT €€ /i y00CTBa UCIOIB30BaHNS B padoTe
WU yueoe;

4. He wcnons3yi nyonuunsii WI-FI qns nepepaun nAYHBIX JJaHHBIX,
HanpuMep, U1 BBIX04A B COL[MAIbHbBIC CETH WIH B JIEKTPOHHYIO TI0YTY;

5 Hcnonesyli Tonbko 3ammuicHHoe coeauHenue depes HTTPS, a ne
HTTP, T.e. mpn Habope BeO-aapeca BBOAW UMEHHO «https://»;

6. B MmobunsHOM Tenedone oty pyHkuo «[loakmouenune k Wi-Fi
apTOMaTHYeCcKn». He nomyckail aBTOMaTHYeCKOro IMOIK/IKOYEHHS YCTPOHMCTBA K

ceTam Wi-Fi1 6e3 TBoero cornacus.

CounajabHbie CETH

CouuanesHas CeTh - 3TO CANT, KOTOPBIH NMPEIOCTARIACT BO3MOKHOCTh JIFOISIM
OCYILIECTBIATE 001IeHHEe Mexay coboif B uHTepHeTe. Yaie Bcero B HUX ANd
KQXKIOTO YeNOBEKAa BBIJCIACTCH CBOS JIMYHAs CTPaHW4YKa, Ha KOTOpOHl OH
yKa3plaeT 0 cebe pa3nuunHylo HHpOpMaLHI0, HAYMHAS OT UMCHH, (PaMHIHU H
3aKaH4MBasA NHYHBIMU (oTorpaduaMu. MHOrHe nonas30BaTeIN HE TOHHMAIOT, YTO
uHdopmanus, pasMelIicHHas HMH B COLIMANIBHBIX CETAX, MOXKET ObITh HaligcHa M
UCTIONTb30BAHA KEM YroJHO, B TOM 4YHCAE He o00s3aTenbHO ¢ OmaruMu

HaMCPCHHAMH.

OcHOBHBIE COBETHI N0 6€30MACHOCTH B COIHAIBLHBIX CeTHX:
1. Orpanuub CMHCOK Apy3eil. YV TeOs B ApPY3bsiX HE MOIKHO OBITh

CIYYaUHBIX U HE3HAKOMBIX JIIOJICH;
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2. 3ammiiail CBOI 4YacTHYHO KHM3Hb. He ykasweiBaii maponu, TeaedoHsI,
agpeca, JaTy TBOETO0 POXKIACHUS MW APYIYH JIHYHYIH0  HHGOOPMAIHIO.
3M0YMBINUICHHHKH MOTYT HCIIOJIB30BaTh JaXe HH(POPMAIIMIO O TOM, KaK ThI H TBOH
POJUATENH TJTAHUPYETE ITPOBECTH KAHUKYIIBI;

3. 3ammiiail CBOI penyTanuio - JEepKH €¢ B YUCTOTE W 3ajaBail cede
BOIPOC: XOTe OBI Thl, YTOOBI JPYrUe MOJL30BATEIH BH/ACIH, YTO ThI 3arpyiKaciilb?
[Toaymaii, mpesk/ie 4yeM 4To-T0 ONyOJIHKOBaTh, HANHCATh U 3arPy3UTh;

4. Ecau Tl roBopulllb ¢ JHOABMH, KOTOPBIX HE 3HAECIb, HE WCMHOJIB3Yil
CBOE pealbHOE MMS W APYIYI0 JTHYHYI0 HH(POPMAIMH: HMS, MECTO JKUTEIbCTBA,
MeCTO y4eOBl U Mpovee;

5 W3beraii pasmenienns Gotorpaduii B MutepHeTe, e Th H300paxkeH
Ha MECTHOCTH, TI0 KOTOPOH MOYKHO OINPECIUTh TBOE MECTOIIONOKEHUE,

6. IIpn perucTpauuu B COLHAIBHOM CETH HEOOXOJAMMO HCIIOJIB30BATh
CTIOYKHBIE TIAPOJIH, COCTOSIINE U3 OYKB M IU(P U C KOTUIECTBOM 3HAKOB HE MEHEe
8;

i g coumanpHOM CceTH, IMOYTBI W APYIHX CalTOB HEOOXOIHMO
HCIIO/IB30BaTh pa3Hble maponn. Toraa eciu Teds B3NOMAKT, TO 3I0YMBIIIICHHAKH

noay4daT JOCTYILI TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3sy.

JJIEeKTPOHHBIC 1eHbIH

DNCKTPOHHBIC JICHBIM — 3TO 0YEHb YI00HBIH crocob IuiaTexeit, oJHaKo
CYLICCTBYIOT MONICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH ACHBIH.

DNCKTPOHHBIC ICHBIH MOABHINCH COBCEM HEIaBHO H UMCHHO H3-3a 3TOTO BO
MHOTHX FOCYIZapcTBax J0 CHX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHH (QYHKIHUOHHPYIOT M 0 HUX YK€ MPOINHUCAHO B 3aKOHE, T/
HUX pa3deisioT Ha HECKOJBKO BHIOB - AaHOHMMHBIC W HC aHOHMMHbIC, PaszHuna B
TOM, YTO AHOHHUMHBIC - 3TO T€, B KOTOPHIX pa3pelraeTcs MPoOBOIUTE onepanuu 6e3
UACHTH(UKAIMKA  TIOJNB30BATENs, a4 B HE AHOHUMHBIX HWICHTU(QUKAIINU
TOJIB30BATEIIS ABIACTCA 00A3aTCIILHOM.

Takke cremyer pa3nu4aTe JNEKTPOHHBIC (UATHBIC ACHBIH (paBHBI
TrOCYJIapCTBCHHBIM BallOTaM) W S3JCKTPOHHbIC HE()HATHBIC JACHBIH (HE pPABHEI
roCy/IapCTBEHHBIM BATIOTAM).

OcHoBHBIE COBETHI 10 Oe30nacHoii padoTe ¢ TeKTPOHHBIMH JIeHbIaMM:

1. [TpuBszky K cuety MOOWILHBIH TenedoH. ITo caMblii yIOOHBIH WM

OBICTPBIIE crOocoO BOCCTAHOBUTH JocTynm kK cuety. [lpuBsizanubiii Tenedon
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MOMOKET, eciau 3a0yAcuib CBOH MNIATEKHbIM Napoib WM 3aiclib Ha CalT ¢
HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonesyii ognopazoseie naponu. [locne nepexona Ha YCHICHHYIO
aBTOpH3aIMI0 TeOe yke He OyHeT yrpokaTh ONAacHOCTh KpaxkM WM IepexBara
IIATEKHOTO NapoJis;

7 BuiOepu cioxnbiii mapois. [IpectynHukaM OyeT He MPOCTO yraaaTh
CIOXkHBIN Maponab. HajgexHsle maponu — 3TO TApPOIM, KOTOPBIC COJIEpKAT HE
MeHee 8 3HaKOB W BKIIIOUAIOT B ceds CTPOYHBIC M MPONHCHBIE OYKBBI, HU(PHI U
HECKOJILKO CHMBOIIOB, TAKHE KaK 3HAK Jo/jlapa, GyHTa, BOCKIIUIATEIBHBIN 3HAK U
T.11. Hanpumep, StROng!;;

4. He BBOAM CBOM NMYHBIC JaHHbIC HA CﬂﬁT&X, KOTOPBIM HC TOBCPACHIL.

JIEKTPOHHAA MOYTA

DNEeKTPOHHAS MOYTa — 3TO TEXHOJOTHUsl U MPEJAOCTABIACMBIC €K YCIYTH 110
TIEPECHIJIKE W MOMYYEHHIO 3JIEKTPOHHBIX COODIIEHH, KOTOPBIE Paclpe/ieiioTCs B
KOMIbIOTEpHOH ceTd. OOBIYHO SJCKTPOHHBIH TOYTOBBIH ANIMK BBITJISAAHT
CAeIYIOMIMM 00pa3oM: UMS_MOJIb30BaTeIs(@uMs_gomMeHa. Takke KpoMe repeaaqu
MIPOCTOrO TEKCTa, IMEETCSI BOBMOKHOCTE TIepeaaBaTh (aiisl.

OcHoOBHBIE COBETHI IO 0e30MacHoi padoTe ¢ ITCKTPOHHON MOYTOM:

1. Hano BeiOpaTe npaBuibHBIN mouToBbll cepuc. B HMHTepHeTe ecthb
OTPOMHBIH BBIOOP OECIIATHBIX IOYTOBBIX CEPBUCOB, OHAKO JIYYILIE JOBEPITH TEM,
KOTO 3HACIIb U KTO IEPBEIH B PEHTUHTE;

2 He ykassiBaii B Ju4HON moute auuHYH HHopmanmio. Hanmpumep,
Jydiie BeIOpaTh «My3bIKanbHbIH (hanaT(@» unu «pok2013» Bmecto «temal3»;

3 Hcnonp3yl ABYXATanmHYH aBTOPHU3aLHI0. IJTO KOrJa MOMHUMO Iaposis
HY)KHO BBOJUTH KO/, IpPHCEIIaeMbId 0 SMS;

4. Bribepy cnoxHBIH maponb. [Ins KakI0To MOYTOBOTO ALMIHKA JOKCH
OBITH CBOM HANECKHBIN, YCTOHYHBBIM K B3JIOMY T1apOIib;

3: Ecnu ecte BO3MOXKHOCTH HAamucaTb CaMOMY CBOM JIMYHBIH BOIIPOC,
HUCTIONB3YH 3TY BO3MOKHOCTB;

6. Hcnone3yli HeckonbKO MOYTOBBIX AMKOB. [lepBwiii 11 4acTHOM
MEPEnUCcKU C aapecaTaMy, KOTOPBIM Thl I0BEpsCIIb. ITO AIEKTPOHHBIH aapec He

HAJO0 HCIOMB30BATh MPH PETHCTpauK Ha opyMax u caiitax;
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T He oTtkpeiBaii (aitibl U Ipyrue BIOKCHHUS B MHUCbMaX JaXKe €C/IH OHH
MPUIILTH OT TBOWX Apy3ei. Jlydile yTo4HM Yy HUX, OTOPAB/BUIH JIH OHU TeDe ATH
thainer;

8. [Tocne oxoH4aHus padOTHI HA MOYTOBOM CEpPBHCE TEpe] 3aKPBITHEM

BKJIA/IKH C CANTOM HE 3a0yJb HaXKaTh Ha « BBIATH».

KuOepOvJIHHT HJIH BHPTYVAJBLHOE H3/I€BATEILCTBO

KubepOynnuur —  mpecieoBaHWe  COODIIEHUAMH,  COAEpIKAlIMMU
OCKOpONeHus, arpeccuio, 3anmyruBaHUE; XYJIUT'aHCTBO; colMansHOe
DOMKOTHPOBAHNE C MTOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 110 00pb0e ¢ KHdepOY/LIHHIOM:

1. He Opocaiics B 0o0ii. Jlyummii crnocod: mocoBeToBaThesl Kak ceds
BECTH M, €CJIM HET TOr0, K KOMY MOYKHO OOpaTHUTHCS, TO BHAYA/IC YCIOKOHUTHCH.
Ecnu ThI HauHENIsL OTBEYATh OCKOPOJIEHUSMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle
DOJIBIIE PA30IKIKENTH KOHDIUKT;

2 Yrpasnsii cBoell kndeppenyTammeii;

3. AHOHHUMHOCTE B ceTH MHUMast. CylIecTBYIOT CIIOCOOEI BBIACHUTD, KTO
CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XynHraHckuii o0pa3 BUpTyaabHON *Ku3HH. MHTEpHET

(ukcupyeT Bce TBOU JEHCTBHUS W COXPAaHICT HUX. YJalIuTh uUX OyaeT KpaiiHe

3aTPYAHUTENBHO;
1) Benu cebds BeKIHBO;
6. Urnopupyit eauHu4HBIN HeraTHB. OJIHOPA30BBIC OCKOPOUTEIBHEIC

cooluieHnss ayuuie urHopupoBats. OOBIMHO arpeccust TpekpamacTcs Ha
HauyaabHOH CTaguu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUAMH,
B COIHAIBHBIX CETAX ECTh BO3MOKHOCTH OJIOKHPOBKHM OTIPABKH COOOIICHHH ¢
ONpEACIICHHBIX aJpPecoB;

8. Ecinu TB1 cBuaerens kubepOymnuera. TBOM OCUCTBHA: BBICTYIHTH
MPOTHB MpechefoBarelisd, I0Ka3aTh €My, 4YTO €ro JCUCTBHA OILICHUBAKTCA
HETaTHBHO, TMOJAJEpKaTh JKCPTBY, KOTOpPOH HYy/KHA MCHXOIOTMYECKas MOMOIIb,

COO@]JJ,HTL B3pPOCIBIM O q)aKT'S ArpeCCHBHOIO MOBCICHHUA B CCTH.

MoonabHbIH TeJ1edoH
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CoBpemeHHBIC cMapT(OHBI U MJIAHIIETHI COACPKAT B ceOe BITOJHE B3POCbIi
(yHKIMOHAN, M TENepb OHH MOTYT KOHKYPHPOBaTb CO CTallHOHAPHBIMHU
KoMIbOTepamMu. OHAKO, CPEACTB 3alIUThI IS TIOJ00HBIX YCTPOHCTB MOKA OYEHb
Mano. TecTupoBaHME M TIOUCK YSI3BUMOCTEM B HHMX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Ay [1K, To ke camoe kacaeTcst 1 MOOMIBHBIX MPUIOKEHHI.

CoBpeMeHHBIE MOOWIBHBICE Opay3epbl yiKE€ TPAKTUYECKH  JOTHAJIH
HACTOJIBHBIC AHAIOTH, OJHAKO pacHIupeHHe (YHKIIMOHAIA BJCYET 3a COOOM
OONBIIYIO CIIOKHOCTh U MEHBIIIYH) 3alHII[EHHOCTD.

Jlajieko He BCE TIPOU3BOJMTEIM BBINYCKAKT OOHOBJICHUSA, 3aKPbIBAKOIIAC
KPUTHYECKHE YSI3BUMOCTH JJIs1 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 1/ 0€30MacCHOCTH MOOHJIBHOTO TeJiedoHa:

1. byas octopokeH, Befb Koraa Tede nmpeaiaraioT OecriaTHblii KOHTEHT,
B HEM MOTYT OBITh CKPBITHl KAKHE-TO IUIATHBIC YCIYTH;

2 Hymaii, npexzae uem otnpaButs SMS, ¢oto umu Bugeo. Tbl TouHO

3HaCIlb, [J¢ OHU OYAYT B KOHEYHOM HTOTE?

3 Heobxoaumo 0OHOBIATH ONEPallHOHHYIO0 CUCTEMY TBOETro cMapTdoHa;
4. Hcnonb3yii aHTHBHPYCHEIE IPOIPaMMEI 171 MOOHIIBHEBIX Telle()OHOB;
5 He 3arpy:kail NpHI0KEHUsA OT HEHU3BECTHOTO HCTOYHHKA, BEIb OHH

MOIYT COACPKAaThb BPEAOHOCHOE IIPOrpaMMHOE 00ECICYCHHUE;

6. [locne Toro kak THl BBIHACHIE C CalTa, TA€ BBOJMI JIHYHYIO
uHpopMaiuio, 3aiigu B HacTpoitku Opayzepa u yaaau cookies;

7. [Iepuoanyecku mpoBepsid KakHe ILUIATHBIC YCIYTH aKTHBUPOBAHBI Ha
TBOCM HOMEpE;

8. HaBaii cBoif HOMEp MOOHIBHOTO TenedoHa TOMBKO THOIAM, KOTOPBIX
THI 3HACIIb U KOMY JOBEPSCIIb;

9. Bluetooth nomkeH OBITH BBIKTHOHEH, KOTAA THl UM HE MOJb3YEHIBCH.

He 3a0r1Bait mHOTAa IPOBEPATH ITO.

OHINHHT HIH KPAkKa JHYHBIX JAHHBIX

[naBuas 1ens QumuHr - BUAa VIHTEPHET-MOIICHHHYECTBA, COCTOWUT B
MOYUYCHUH KOH(HUICHIIHATBHBIX JaHHBIX TOJb30BATEICIH — JIOTHHOB M TapoJcii.
Ha anrnmiickom s3bike phishing unuraercs kak ¢ummHr (ot fishing — peiOHas
0B, password — maposns).

OcHoBHBIE COBETHI 0 GopbHe ¢ PUIIHHTOM:

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019. % A e
Crpanunua 16 n3 26. Ctpanuua cospana: 22.11.2019 11:19
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L. Cnenu 3a cBoum akkayHToM. Eciam Thl 1ojo3peBacilib, 4TO TBOs
aHkera Oplma B37OMaHa, TO HeoOXoaumo 3abMOKMpoBaTh €€ M COOOIIHTH
aJIMMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2 Hcnonb3yii OesonacHele BeD-caliThl, B TOM 4HCIE, WHTEPHET-
MarazuHOB U [TOUCKOBBIX CUCTEM;

7 Hcnionb3yil cloKHbIE W pa3Hble mapoiad. Takum o0Opa3oM, eciiu Teds
B3JIOMAKOT, TO 3JO0YMBIIUICHHUKH TOJY4aT JOCTYN TOJBKO K OJIHOMY TBOCMY
MpoQuII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nmomanu, TO HEOOXOAUMO MPEAYNPEAHTh BCEX CBOUX
3HAKOMBIX, KOTOpbIC J00aBIeHBI ¥ TeOsS B OPY3bsX, O TOM, 4TO TeOs B3IOMAIH U,

BO3MOMKHO, OT TBOCTO HMCHH 6y,HCT PacChINIaThCA CllaM W CCBUIKH Ha d}HHIHHI‘OBbIC

CaMThI;
5 VYcranoBu HaexkHbIH napois (PIN) Ha MoOHIbHEIH TenedoH;
6.  OTtxnrouu coxpaHeHHe mapoiis B Opaysepe;
A He oTkpeiBaii ¢aiiinel 1 Apyrue BIOKEHUS B MHChMAaxX JIaXKe eCIi OHH

NPHILIA OT TBOMX JApy3eil. Jlydine yTo4HM y HHUX, OTOpPAaBISIH JIH OHH Tebe 3TH

thaiinel.
[okyMeHT co3gaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019. @ HRABIIE TR0,
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MpaBuaa desonacHozo
nobedeHusa

6 cemu UnmepHem

019 ot 22 . 2019. | NPABMTENGCTBO

nnnnnnnnnnnnnnn



KAK TEBSA 30BYT?

B KAKOM KNACCE W KAKOU

CKONbKO TEBE NET? LLIKONE Thl YYULILCA?

KAKOro Y4ACNnA Y TEBA

AEHb POXOAEHWUA? FAE Tbl XMBELLBL?

uuuuuuuuuu

Crtpanuua 19 13 26. CtpaHuua cosgaHa: 22.11.2019 11:19



YUmo makoe AuYHble UAU NepPCOHAAbHbIe daHHble?

HOMEP LIKONbI, KNACCA

ycmqé’ami- B ‘;
JM4HOCTD

HAII.II-IM“ ALPEC

[oKyMEeHT co3aiaH B anekTpoHHoi hopme. Ne 18-24601/2019 ot 22.11.2019. 3 MPABMTENBCTEO
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Crtpanuua 20 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19 OENACTH



Kakyro uHgpopmayuro Mol yawe Beezo pasmewaem o cede?

®OTOrPAGUN,
UMA U BO3PACT

HOMEP
EAHKOBCKOW

~ T[E XMBEM, B KAKOM
: KNACCE W WKONE
YYUMCA

[okymeHT co3aaH B anekTpoHHon chopme. Ne 18-24601/20
CtpaHuua 21 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19

nnnnnnnnnnn



po3bl Brevem decneyHoe omHOWEHUE K AUYHBIM DAHHBIM?

TBOW ®OTOrPA®UU

Y TEBSI MOXET — PASMECTAT B UHTEPHETE NOKA TEBS
NOSABUTLCH - - BE3 TBOEIO PA3PELLEHWUA W POOWUTENEW HET IOMA
BUPTYANbHbIW ABOWHUK > 3NI0YMBILUNEHHUKNA MOTYT
MPUATU U OBOKPACTb IOM
TEBA MOTYT HAYATh
TPONNUTL
BUPTYANbHbIA OPYF ~ OMNNATA KAPTOW POOUTENEN
MOXET OKA3ATbCH BUOEOUIP U NPUNOXEHWUA
BAHOUTOM B XW3HU MOXET MPUBECTU K KPAXE
[EHET C UX KAPT

[okymeHT cosaaH B anekTpoHHon chopme. Ne 18-24601/2019 ot 22.11.2019.
CTtpaHuua 22 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19
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Mpabuaa 3auyumol nepcoHaAbHEIX JAHHBIX

EcAu mede npedrazaem

Ucnonbsyi | He ocmabasii bcmpemumocs
Bmecmo umeHu He ykasoeiBaii AUYHYH Bupmyanohoiii dpyz — Oaéaaﬂuub docmyn
HUK, KapMUHKY 8 Cemu, uHgopmauuro o cede nocoBemylics Kk cBoemy npoguaro

Bmecmo pomo u 20e mol Xubewb u 6 coyuarvHbix cemsx ¢ podumersmu 6 coyuanbHoil cemu

napoﬁ.u

(TPUBET!

=

He omnpabasii emc Ha He cmabe He ckayubaii He pacckasvibaii, He 3HakoMbcs
KopomKue Homepa, He 2e0A0KAUUHD NPUAOKEHUS ~ Ko20a 6 unmepHeme
coodwiati HomMepa nod cBoumu ¢ HenpoBepeHHbix U Kyda e3duumb
dankoBckux kapm, nocmamu caiimo8, yemarobu ¢ podumersmu
cBoeil uaru podumeneii anmubupyc omaeixamo

mmmmmmmmm

CrtpaHnuua 23 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19 oEnACTH



TPONJIUHT — BuA xynuraHcTea B ceTn, popma
NpoBOKaLUMUN UNU U3JeBaTeNbCTBa. TPOaNb
NUTaeTCA HeraTUBHbIMU 3IMOLMAMMU, OH 3aJaeT
0buaHble BONPOCHI, MOXET OCKOPbNATD,
U34eBaTbCA, BICMENBATb BHELWHMIW BUA, POCT,
BeC, Nnncatb 0bnaHble c10Ba NPO POAHbLIX U

Apyseit

Ecnu Tebs oburkatoT B cetn, To nomHu [NTTABHOE
MPABUAIO —

HE KOPMMUW TPOJINA

Kak To/NbKO NepecTaHellb pearMpoBaTth Ha Hero,
OH O4YeHb b6bICTPO NoTepaeT uHTepec. Moxelwb
NoXasioBaTbCA Ha Hero unu coobwmTsb o
TPONIUHTE aAMUHUCTPATOPY calTa

[okyMeHT co3aaH B anekTpoHHowu copme. Ne 18-24601/2019 ot 22.11.2019.
Crtpanuua 24 ns 26. CtpaHuua cosgara: 22.11.2019 11:19

NPABMTENLCTBO
NEHWHTPARLCK O
OERACTH



KUBEPBY/IJIUHT — 310
MCNONb30BaHUE
COBPEMEHHbIX
TEXHONOTUN C UeNblo
obunaetb, YHU3UTD,
3anyratb Unu
npecnenoBaTb APYroro
YyenioBeKa

[oBOpPA NPOCTbIM
A3bIKOM, 3TO TPaBAA,
nepeHeceHHaa B CeTb
NUHTepHeT

— Hukorga He npuHUMan cam
y4acTue B MHTEPHET-TPaB/1e KOro-
nmbo

— YCTaHOBM HAaCTPOMKM
NPUBATHOCTU, YTOObI HE3HAKOMbIE
NoAn He MOTMIU NucaTb Tebe nam
OCTaBNATb KOMMEHTapPUKU Nog,
TBOMMU POTO

— Hukorga He oTBeYaur Ha bynnuHr
— [lenait CKPUHLLOTbI BCEX
coobueHnn n coobum o Tpasne
aAMUHUCTPATOPY pecypca —
3aYMHLLMKA TPABAU 3a6NOKNPYIOT
— [106aBb €ro B YepHbIN CNUCOK

— MNoroBopu o npobneme ¢ Kem-
HMOYAb U3 B3POCAbIX, Ny4Lle C
pPOAUTENAMM — OHWN NOAAEPKAT U
nomoryT cobpaTb AOKa3aTeNbCTBa
M HAaUTU BbIXO4, U3 C/IOXKMBLUENCA
cUTyauum

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019.
Ctpanuua 25 ns 26. CtpaHuua cosgaHa: 22.11.2019 11:19

NPABMTENLCTBO
NEHWHTPARLCK O
OERACTH



NEPCOHANBHBIENAHHBIE.AETU

4TO Thl 3HAELLb O 3ALIMTE 7
MEPCOHANbHbIX AAHHBIX?

[okymeHT cosaaH B anekTpoHHon chopme. Ne 18-24601/2019 ot 22.11.2019. TPABHTENLCTBO

NEHWHTPARCKOR

CT1paHuua 26 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19 OENACTH
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